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- google-docs-base

4  ms-groove
- google-docs-enterprise
ms-update
4  egnyte
4  sosbackup
4  ms-exchange
- smtp
gmail-base
hotmail

4
4
4  lotus-notes-base
4  aim-mail

4

daum-mail

>
o
=
o
(0]

netease-mail
squirrelmail
gg-mail
gmail-enterprise
outlook-web
mail.ru-mail
yandex-mail
blackberry

imap
roundcube
telenet-webmail
gmx-mail

pop3
web-de-mail
yahoo-im-base
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imo

4  google-talk-base
S <buddy

4  aim-express-base
4  gg-base
-jabber

4  gadu-gadu
msn-base
mibbit
live-meeting
genesys-base
att-connect

A DDA DM DD

facebook-base
- netlog
sina-weibo-base
orkut
facebook-posting
odnoklassniki-base
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vkontakte-base
- stumbleupon
4  plaxo
4  myspace-base
4  facebook-apps
4  cyworld

business-systems
business-systems
business-systems
business-systems
business-systems
business-systems
business-systems
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration

general-business
office-programs
office-programs
office-programs
software-update
storage-backup
storage-backup
email

email

email

email

email

email

email

email

email

email

email

email

email

email

email

email

email

email

email

email

email

email
instant-messaging
instant-messaging
instant-messaging
instant-messaging
instant-messaging
instant-messaging
instant-messaging
instant-messaging
instant-messaging
instant-messaging
internet-conferencing
internet-conferencing
internet-conferencing
social-networking
social-networking
social-networking
social-networking
social-networking
social-networking
social-networking
social-networking
social-networking
social-networking
social-networking
social-networking

browser-based
browser-based
peer-to-peer
browser-based
client-server
browser-based
client-server
client-server
client-server
browser-based
browser-based
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
client-server
client-server
browser-based
browser-based
browser-based
client-server
browser-based
client-server
browser-based
client-server
browser-based
browser-based
client-server
client-server
client-server
client-server
browser-based
client-server
client-server
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based

25,510,321
41,633,763,580
8,694,941
32,856
24,395,025,867
30,215,234
115,240
90,489,681,905
52,324,415,049
19,770,419,222
6,866,089,186
3,790,633,781
2,491,264,136
489,740,012
169,785,104
153,522,284
151,349,028
25,783,996
7,152,024
4,528,330
2,024,370
1,846,624
1,286,040
1,190,047
1,134,478
509,056
489,832
58,248

44,616
874,050,333
547,815,233
13,515,765
11,074,451
10,097,763
4,804,698
466,698
136,596
65,323

19,242
2,317,397,820
260,804,441
136,964,816
13,506,875,716
636,715,936
397,538,146
45,790,011
33,596,924
32,705,456
24,921,858
23,888,840
20,220,672
5,410,291
3,977,542
2,896,214

14,895
55

4
85,182
465

2
838,610
229,232
266,309
219,156
91,208
43,312
98
5,701
3,922
4,311
1,420
61

196

108

19

415
943

74

40

96

28

5
100,797
31,610
1,211
584
1,181
430

3

12

47

6
13,829
4,902
4,220
959,886
8,801
27,239
229

319
1,526
763
7,939
1,899
220

100

191



4  me2day

4  ameba-now-base
4  twitter-posting
-skype

sip

msn-voice
yahoo-voice
blog-posting
dropbox
sharefile
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skydrive-base
yousendit-base
- fip

- webdav

4  rapidshare
4shared
- di-free
sendspace
4  google-drive-web
- bittorrent
4  docstoc-base
4  live-mesh-base
4  mediafire
- xunlei
4 tftp
4  leapfile
4  office-live
- fileserve
putlocker
4  divshare
4  megaupload
4 file-host
- emule
4  qg-download
4  fs2you
- imesh
- flashget
- ares

4  sugarsync

S hotiile

4 ifolder

- filesonic

4  web-browsing
4 flash

web-crawler

4
4  google-desktop
4 mobile-me

4  zamzar

apple-appstore

- http-audio

4  pandora-tv

- youtube-base

4  rtmpt
- http-video
- asf-streaming

collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
collaboration
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
media

media

media

media

media

media

social-networking
social-networking
social-networking
voip-video
voip-video
voip-video
voip-video
web-posting
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
internet-utility
audio-streaming
audio-streaming
photo-video
photo-video
photo-video
photo-video

browser-based
browser-based
browser-based
peer-to-peer
peer-to-peer
peer-to-peer
peer-to-peer
browser-based
client-server
browser-based
browser-based
browser-based
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
peer-to-peer
browser-based
client-server
browser-based
peer-to-peer
client-server
browser-based
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
peer-to-peer
peer-to-peer
browser-based
peer-to-peer
peer-to-peer
peer-to-peer
client-server
browser-based
client-server
browser-based
browser-based
browser-based
client-server
browser-based
client-server
browser-based
browser-based
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
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1,401,729
916,096
144,134

3,211,862,084
975,071
382,664

10,479
24,221,436
71,306,108,068
28,965,723,195
12,051,827,913
3,169,186,574
2,972,890,312
2,374,813,805
2,229,394,510
895,149,103
314,531,348
196,068,719
179,280,129
141,849,043
107,144,990
64,812,019
27,960,135
9,447,431
6,378,966
1,866,442
1,764,052
1,758,672
911,649
806,216
655,720
279,684
146,246
139,589

26,550

20,396

17,496

6,456

2,466

1,728

860

290
1,022,566,846,826
158,436,800,881
4,848,499,935
305,837,941
17,393,181
2,827,976
1,896,535
5,196
30,632,503,680
85,676
794,438,117,672
143,575,265,482
74,698,881,187
20,214,822,137

222
27

28
67,576
6,703
268

2
1,265
49,057
329
42,611
3,309
159,576
743,167
4,674
3,335
16

39
3,064
2,919
1,245
3,652
544
237
124

60
486
121

49

34

40

12
12,291
13

146
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22,179,799
156,867
48,434
1,446
1,744
22

87

]

5,861

8
64,230
467,568
15,479
625

6



4 dailymotion

4 justin.tv

- tudou

4 rtmp
-youku

4  limelight

rtmpe

ppstream
youtube-safety-mode
yahoo-douga
youtube-uploading
sky-player

4
- brightcove

4  mogulus

- funshion

4  pplive
4 metacafe

- sopcast
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4  veetle

4  socialtv

4 ssl

4 ssh
- hamachi

4 tor

4 dns

4 icmp
- http-proxy

cgiproxy

- glype-proxy
- kproxy
- phproxy

4  labnol-proxy
- coralcdn-user
- guardster

4  ms-rdp
- logmein
B
- vnc-base

media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
media
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking
networking

B 2: 2y FI—DFBB TS/ 1VRT 7T — 232 (LN 4 1L 5)

photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
photo-video
encrypted-tunnel
encrypted-tunnel
encrypted-tunnel
encrypted-tunnel
infrastructure
ip-protocol

proxy

proxy

proxy

proxy

proxy

proxy

proxy

proxy
remote-access
remote-access
remote-access
remote-access

browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
peer-to-peer
browser-based
browser-based
browser-based
client-server
browser-based
browser-based
client-server
peer-to-peer
browser-based
peer-to-peer
browser-based
browser-based
browser-based
client-server
peer-to-peer
client-server

network-protocol
network-protocol

browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
browser-based
client-server
client-server
client-server
client-server
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4,294,514,400
4,097,890,325
1,334,745,030
898,937,697
726,458,006
543,126,119
286,203,546
283,322,921
140,748,509
140,135,860
133,573,064
84,975,512
66,149,998
33,028,117
23,090,336
16,255,497
3,178,580
1,628,462
16,360

10,148

1,643
480,191,784,585
4,764,041,770
603,545,587
280,314,014
7,823,820,284
2,687,618,962
203,458,544,016
972,202,458
142,123,159
4,902,156
1,950,120
561,837
316,520
4,986
854,849,154
461,110,419
182,507,954
165,937,418

3,018
3,983

144

479

716

231

1,064

323

4,627

16

788

20

44

275

198

786

250

128

13

2

-
13,850,959
65,330
28,287
4,542
131,889,828
12,414,893
27,556,042
14,073
2,782

282

44

16

17

2

353

2,238

55

18
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Application Behavorial Characteristics
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- Idap business-systems auth-service client-server 18,911,214,404 4,629,859
- mssql-db business-systems database client-server 26,556,867,539 115,329
3  hp-jetdirect business-systems management client-server 20,233,231,770 143,910
- google-docs-base business-systems office-programs browser-based 41,633,763,580 14,895
4  ms-update business-systems software-update client-server 24,395,025,867 85,182

3  symantec-av-update business-systems software-update client-server 17,971,076,742 180,476

3  ms-ds-smb business-systems storage-backup client-server 113,310,728,947 2,158,072

3 nfs business-systems storage-backup client-server 10,565,321,342 4

4 ms-exchange collaboration email client-server 90,489,681,905 838,610
B smip collaboration email client-server 52,324,415,049 229,232
4 gmail-base collaboration email browser-based 19,770,419,222 266,309

3  yahoo-mail collaboration email browser-based 13,463,765,796 526,681

3  gotomeeting collaboration internet-conferencing  client-server 22,024,086,711 2,774

3  webex-base collaboration internet-conferencing  client-server 8,157,947,397 34,883

3  sharepoint-base collaboration social-business browser-based 14,007,827,774 61,172

4  facebook-base collaboration social-networking browser-based 13,506,875,716 959,886
- twitter-base collaboration social-networking browser-based 8,968,282,256 744,608
4  dropbox general-internet  file-sharing client-server 71,306,108,068 49,057

4 sharefile general-internet file-sharing browser-based 28,965,723,195 329

4 skydrive-base general-internet file-sharing browser-based 12,051,827,913 42,611

4 web-browsing general-internet internet-utility browser-based 1,022,566,846,826 22,179,799

4 flash general-internet internet-utility browser-based 158,436,800,881 156,867
grooveshark media audio-streaming browser-based 47,864,197,745 82,467

- http-audio media audio-streaming browser-based 30,632,503,680 5,861
- shoutcast media audio-streaming client-server 12,657,703,648 288
- youtube-base media photo-video browser-based 794,438,117,672 64,230
rtmpt media photo-video browser-based 143,575,265,482 467,568
- http-video media photo-video browser-based 74,698,881,187 15,479
- asf-streaming media photo-video browser-based 20,214,822,137 625
4 ssl networking encrypted-tunnel browser-based 480,191,784,585 13,850,959
- netbios-ns networking infrastructure network-protocol 34,010,505,778 8,273,281
- snmp-base networking infrastructure client-server 30,583,933,520 56,569,462
- msrpc networking infrastructure network-protocol 15,624,336,434 3,124,147
- ipv6 networking ip-protocol network-protocol 10,469,696,734 286,249
BB nttp-proxy networking proxy browser-based 203,458,544,016 27,556,042

B 4: 7TY, #TH7TY, BLUTI/OTFNCHE L EFRIEEEEN S D7 T ) r—23>
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Sub-Category Number of Appllcatlons Bytes Consumed

internet-utility 1,214,020,285,176 50,783,569
photo-video 55 1,064,866,249,610 818,925
encrypted-tunnel 8 485,985,389,405 13,956,761
proxy 8 204,580,605,252 27,573,258
email 33 197,573,744,831 2,306,786
file-sharing 45 128,550,470,645 1,063,902
storage-backup 5 123,907,863,739 2,158,567
infrastructure 31 102,264,936,924 211,047,826
audio-streaming 17 101,939,088,942 126,605
software-update 16 55,866,996,572 410,090
office-programs 10 41,945,426,587 31,522
social-networking 46 41,494,440,221 2,292,090
management 22 37,477,819,872 1,377,680
internet-conferencing 10 33,503,329,599 60,988
database 7 30,945,587,431 257,733
auth-service 7 27,243,155,418 8,383,479
remote-access 20 15,382,254,514 74,363
social-business 4 14,187,963,286 64,630
ip-protocol 4 13,157,321,440 12,701,148
general-business 17 10,713,525,925 218,821
erp-crm 4 5,331,079,488 32,679
instant-messaging 27 4,777,865,450 432,037
voip-video 14 3,650,853,188 108,526
web-posting 9 1,587,988,567 5,558
gaming 9 222,273,053 5,243
routing 7,350,363 7,772

Grand Total _ 3,961,183,865,498 336,300,558

B 5: ;HE/ V1 FIBICTR U TN TDRHE P — 23>0 7h7TY

FIVT—0av08TNTIIICET R EGHRER:

HIHIEOHEENREZ VP IIT—av0H T HTTUE, internet-utility, photo-video, encrypted-tunnel TUZ%,



pa loNETWDHKS

HTTP B9 %77U5—>Yay

foh @Ak, R, ETHTTP 2EMAYT3 (ZZUR—F 80 BEALLBIMEELHS) £4L 25 7TV —Yay (FEIRDEE S(CE
FOEUTISRULET , BLOPTIT—Vavld, —RVE APV AGIILZRBE T BHIC HTTP EFEALEIH, EXBT7TII—Va
YTREFIVTAENA AT BIEHIC HTTP ZERALEI N, FFERHFTIT—2arTREFIUTENIIATBEHIC HTTP 2 RT3

ENBNET 7TV —2ay RID—ERETBRRC, EDTTVT—2aVv HTTP 2ERATINEIRETIENER(BNET,

web-browsing browser-based 1,022,566,846,826 22,179,799
- youtube-base browser-based 794,438,117,672 64,230
S http-proxy browser-based 203,458,544,016 27,556,042

4 flash browser-based 158,436,800,881 156,867
4 rtmpt browser-based 143,575,265,482 467,568
ms-exchange client-server 90,489,681,905 838,610
- http-video browser-based 74,698,881,187 15,479
4  dropbox client-server 71,306,108,068 49,057
3  grooveshark browser-based 47,864,197,745 82,467
- google-docs-base browser-based 41,633,763,580 14,895
- http-audio browser-based 30,632,503,680 5,861
4 sharefile browser-based 28,965,723,195 329
4 ms-update client-server 24,395,025,867 85,182
3 gotomeeting client-server 22,024,086,711 2,774
BB ast-streaming browser-based 20,214,822,137 625
4 gmail-base browser-based 19,770,419,222 266,309
3  symantec-av-update client-server 17,971,076,742 180,476
B2 msrpe network-protocol 15,624,336,434 3,124,147
3  sharepoint-base browser-based 14,007,827,774 61,172
4  facebook-base browser-based 13,506,875,716 959,886
3  yahoo-mail browser-based 13,463,765,796 526,681
- shoutcast client-server 12,657,703,648 288
4  skydrive-base browser-based 12,051,827,913 42,611
P2 twitter-base browser-based 8,968,282,256 744,608
3 webex-base client-server 8,157,947,397 34,883
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business-and-economy 12,324,042
search-engines 4,176,341
content-delivery-networks 3,347,768
unknown 3,288,567
web-advertisements 3,036,954
news-and-media 3,034,400
computer-and-internet-info 3,011,787
private-ip-addresses 1,944,833
shopping 1,888,818
streaming-media 1,626,144
internet-portals 1,549,721
social-networking 1,207,404
web-based-email 962,672
financial-services 703,414
sports 699,224
travel 571,212
society 562,097
auctions 493,282
shareware-and-freeware 430,405
reference-and-research 379,204
entertainment-and-arts 353,828
personal-sites-and-blogs 341,728
motor-vehicles 251,791
dynamically-generated-content 233,509
computer-and-internet-security 206,833
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Microsoft SQL Server Stack Overflow Vulnerability
Microsoft ASP.Net Information Leak brute force Attempt
Microsoft ASP.Net Information Leak brute force Attempt

Microsoft IS ASP.NET NULL Byte Injection Information Disclosure
Vulnerability

Microsoft ASP.Net Information Leak brute force Attempt

Microsoft Windows Print Spooler Service Format String
Vulnerability

Oracle Java SE Remote Java Runtime Environment Remote Code
Execution Vulnerability

OpenSSL SSLv2 Malformed Client Key Parsing Buffer Overflow
Vulnerability

Blackhole Exploit Kit

Microsoft Internet Information Server ISAP| Extension Buffer
Overflow Vulnerability

SIP Max-Forwards Header Field Overflow
HTTP NTLM Authentication Brute Force Attack

MIT Kerberos kadmind RPC Library Unix Authentication Stack
Overflow Vulnerability

HTTP NTLM Authentication Brute Force Attack
HTTP Forbidden Brute Force Attack

Fragroute Evasion Attack For Unknown-tcp Traffic
HTTP: User Authentication Brute-force Attempt
HTTP Forbidden Brute Force Attack

HTTP Forbidden Brute Force Attack

HTTP NTLM Authentication Brute Force Attack
FTP: login brute force attempt

HTTP NTLM Authentication Brute Force Attack
HTTP NTLM Authentication Brute Force Attack
HTTP NTLM Authentication Brute Force Attack
HTTP: User Authentication Brute-force Attempt

pa loNETWDHKS

Application Category

mssql-mon code-execution Critical
web-browsing brute-force Critical
flash brute-force Critical
hotmail info-leak Critical
silverlight brute-force Critical
netbios-dg code-execution Critical
web-browsing code-execution Critical
ssl code-execution Critical
web-browsing code-execution Critical
http-proxy code-execution Critical
sip overflow High
http-proxy brute-force High
rpc code-execution High
apple-update brute-force High
http-proxy brute-force High
unknown-tcp code-execution High
sharepoint-base brute-force High
sharepoint-base brute-force High
web-browsing brute-force High
facebook-base brute-force High
ftp brute-force High
twitter-base brute-force High
hotmail brute-force High
rtmpt brute-force High
sharepoint- brute-force High
documents

& 8: EEEEMHIRICT L E LIZDE R
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964

781
25
10

9

93,177
83,858
7,309

3,627
1,696
1,043

743
742
636
556
520
501
359
341
304
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Threat Name

ZeroAccess.Gen Command and Control Traffic
Bot: Mariposa Command and Control

TDL4 DNS Request Traffic

Alueron Command and Control Traffic
Win32.Conficker.C p2p

ZeroAccess.Gen Command and Control Traffic
Conficker DNS Request
Trojan.agent:orgnet.pl

Trojan.inject:comee.pl
generic:8jc3b0a2a97ftbll0cza.com

Suspicious user-agent strings
Backdoor.bredolab:bhostdb.webtelmex.net.mx
Suspicious user-agent strings
generic:spacingtheinsi.su
generic:logging.vitruvian.biz
generic:a.adtpix.com

generic:xxx.p54c9e.com
Virus.sality:s-188-64-85-58.atmcdn.pl
generic:woohoowoo.com
generic:rankey.nefficient.co.kr

Rogue DNS Servers Request
Trojan.vbkrypt:peasjv.com
Trojan.vbkrypt:gokrxn.com
generic:ws.smartiengine.com
Trojan.jorik:dOm78c.com

Application
unknown-udp
unknown-udp
dns
http-proxy
unknown-udp
bittorrent

dns

dns

dns

dns
web-browsing
dns
http-proxy
dns

dns

dns

dns

dns

dns

dns

dns

dns

dns

dns

dns

Type

spyware phone home

spyware phone home
spyware phone home
spyware phone home
spyware phone home
spyware phone home
spyware download
Suspicious DNS
Suspicious DNS
Suspicious DNS
spyware phone home
Suspicious DNS
spyware phone home
Suspicious DNS
Suspicious DNS
Suspicious DNS
Suspicious DNS
Suspicious DNS
Suspicious DNS
Suspicious DNS
spyware phone home
Suspicious DNS
Suspicious DNS
Suspicious DNS
Suspicious DNS

B 9: EZEEMHBUBICRUELDR) 1 DIT
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Critical

Critical

Critical

Critical

Critical

Critical

High

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

3,051,614
105,675
465
292
190
14
200,277
33,348
1,974
1,477
1,304
1,066
819
705
544
543
373
202
183
174
167
164
151
105
102
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Threat Name
Virus/Win32.WGeneric.dghz web-browsing 6
Virus/Win32.WGeneric.digl flash 2
HTML/Trojan.redir.ej web-browsing 2
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VirusTotal (VT) O#fEHZETE, WildFire B & H U1 7ICR i LTLB 7 UFIM IV A (AV) RUADHIYEL FISRULET .
Modern Malware Detected by Day
Saturday _
ThurSday _
| | | | | |
0 0.2 0.4 0.6 0.8 1 1.2

|- Covered by 4+ [l Coverage from 1to 3 [ No Coverage in VirusTotal |
& 11: VirusTotal o #t5t (C& J& WildFire #'#Hi L TIDIF ICHI LTOE FUFOANR N8

WildFire A & LTzRILOI 7 DS U7

LT DU M WildFire B LUK DD DEEDH B T71)LE, D VirusTotal AV SRR ERUEEDTT , 771 IV A DRAD
30 X% MD5 FIybiH LE—H#ITRLTHD, WildFire VY= TH YT EEMICAB TER LI TVET,

Filename AV Vendor
Coverage

about.exe 252cb0f4587c3bb60c9a5b2b50459f07 web-browsing Unknown to VT

Launcher.exe.deploy 1b185788f9fbb9fe4 1e56c9e473e867e web-browsing Unknown to VT

& 12: WildFire 1'#&H L= BZEDHS T71 /DY)

WildFire D&t LR #TDVILOI7?ICRIT S X Bk R:

EROT-HE, 2 FBEOBEDHZI71 N HICEERLTHD, Chbld WildFire AGIFNIEEH SN ICRY MIO—DEBELTLY

CECBNEY , CORDRFOBRIIEETRENRATRICHILDT, HoPEEBOTF 1) TR ICHVTRHER SN TES
LIACLTHRENBNET .




pa loNETWDHKS

2YNI=DLEEEBTEIPMIVETPAIV 84T

TPV E8RET 37T )T —VavlE, S HOEIYXARBCARARBEDTY , XY MI—D LEEBL TS I7MIETVTIIDRATEIR
EIHCET, MBI RENE YR AB LV EFIUTI LOBBERBTEET UTORIC, RE—MRHBI7NILEIVTIVDEA1T . B
EI7TVr—avERLET,

file Download web-browsing 22,538

ZIP file Download google-earth 16,839
ZIP file Download symantec-av-update 6,343
ZIP file Download itunes-base 5,087
Microsoft Cabinet (CAB) file Download ms-update 4,344
ZIP file Download sharepoint-base 3,490
FLV File file Download youtube-base 3,287
MP3 File file Upload http-proxy 2,574
ZIP file Download flash 2,414
MP3 File file Upload web-browsing 2,360
Adobe Portable Document Format (PDF) file Download web-browsing 2,329
FLV File file Download flash 2,256
Microsoft PE File file Download web-browsing 2,108
Microsoft PE File file Upload ms-ds-smb 2,043
Quicktime MOV File file Download http-video 1,896
ZIP file Upload sharepoint-documents 1,851
Adobe Portable Document Format (PDF) file Upload smtp 1,771
Windows Executable (EXE) file Download web-browsing 1,459
Java Class File file Download web-browsing 1,420
ZIP file Download sharepoint-documents 1,389
Windows Dynamic Link Library (DLL) file Upload ms-ds-smb 1,386
ZIP file Download silverlight 1,276
MP4 Detected file Download http-video 1,271
ZIP file Upload web-browsing 1,239
ZIP file Download http-proxy 1,174
MP3 File file Download grooveshark 1,082
Windows Dynamic Link Library (DLL) file Download silverlight 998
Microsoft PE File file Download silverlight 998
Microsoft PE File file Download ms-ds-smb 803
Windows Executable (EXE) file Download ms-ds-smb 766
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Usage by technology in sessions as a percentage of total

browser-based
client-server

network-protocol

Usage by category in bytes as a percentage of total
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TERLICENS, Customer ABCHOBIBCHTE, SEEFBE YRR URDELF2UT( URIHEZBNBLEHBALELE, S EOH
EFREENELUTOANHBELELL,

POTAET1EBRKT 7TV — a3 e : RYRD=DTTPITAETAERIT 27TV —Vav R SNE L, IT T7/0Y(CH
BYB1-YD, POTAETAEREKL. CX1VT1ENA AT BEDHICINOD P T IT—2aVvEFERLTNET,

P2P 5LUT U341 I7{ VERET TV T—a O EER: P2P BLUA U4V I74 VERiE/IF B 7TV —2av(CLD. Customer ABCHR
DIRFICHEVTEF2IT1. FHRIFR . BIUBFERZTOUAIN R SFTREMENBIET .

AFAP PTWr—0av6&BY—Ivb xyb0—%0T PTUT—2aV0ER:

FYRI=DTIVE—TA VA MO ANMGER A EELCTRERASNS P TIT -3 (AT47  A—T47 . V—=Iv)b 29D —F VD) Hf
fERBSNELE, CNoD7T)T—Yavld, TRET. AMFRK. FIRAI-YORmBELAEERET. BRICHIIRE. AVT17
VA BLPIRHRIREOUADEV IR A B REBRLEHO NIV AZEDLICERZNEVDEER IT REERRLVET,

Web A—b. IM, LU VolP D& Fa:
FYRI=DTINLDOP T )T — 3 BINEERESNE L, CNoDT7TIT—2avn 243, BEICTPAPor—IVENM AL, BHEE
SFREBBLEITEL, T-I0RREBATREMENHIET .

¥R IHE:

BLBP I3 FIEN S —DEE:

S<OMBERIR, BROREBECHVTENETRTTVT— v EAERIET ML SNR) Y- W EE LB DEHE L
FI . A-YNERTIPTVT—YavhBA. 1-U i eFa)T EEETIMERE. ZOBREFATIBEMERL TSN D,
FIVT— DV B FERBPTIT—Yay hTTVBEM THERAZHET 3107 RUD—DEAEHELET . BETE. COLILR
DY—CLBHIEDNBETHD, FZRMBICELARETT,

P2P BLUT 51> 77 NEri/ R EFLED)\ YRV P TV r— 3Nl bs:

A-YHhoD7TVT—oavEER UL TEREDI7A 74— UL Hl#E%E) M ISAL TS 2B, Customer ABC #kICEHT, Thib
D7 TVT—avIHESUADD I REICB B AT RE N BNFET . CNODUADDIEE. 5758, BLPEBEITHHEMES . Customer ABC
BROBRE TR IERT—AEEDITONBEITTEL TNLICEELEIMIABEDEZBH B SR REENHNET

TOF¥SELVVE—F POER PAVT— 23>0 DEEFERDRHES K> —FEfF:
NbOPTVr—2avid, BEDIVELI-REPTIT—2avl7IEAT B BICL TRERASNECENHNET , ChICREIRALE
;J'J?W)ﬁm—ﬁ@'ﬂx’)h"}b")i?o Customer ABC#DIRIETHLIOED? ST —2aVDEAICET BRI —ERETILENHNE

XTATF PIV— 23> Dfl:

Customer ABC#k(3, —iR1—YDRBEEZRE IR o7 TV — 23V OERICBET SR —EENEBEA T HFRICOVTR
E#?ég\igbei?o EZ2oNBATavEL T, BRHICLSFI AR B HIEH. Fzld QoS —F I g fil (L5 6 A EHIR
BENBNET .

FPAVr—2a>DaltRIEE HIIEED:

P75 —=230 URIVOYADEIR R T DME— DFERIE. AP TUT =23y b5749D%ETRIEL, BEL T, ZNEHIETIRUD—
HERBIVBERTERLINCTBETT  BEDTTVT—Vav D AR RSB BICIIV D DTH/AINHNET N, MR THRNS
FTARTOTPTVT—Yay bS5749DD a8 BE, BLUHRIEETL. BECEULEAT—SEUT(HIR B TERDE, R T7(7

DA =IDHTT, LIeh>T, Bt TlE. Customer ABC #D%y rT—2IC Palo Alto Networks 774 74— IVEER KL, 7 IUT—2ay
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Appendix C: Additional Information

[Insert additional info]
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